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Abstract
Privacy-Preserving Record Linkage (PPRL) enables the integration

of records referring to the same entities across multiple datasets

without disclosing sensitive information. Traditional PPRL tech-

niques often rely on predefined similarity metrics that may not

capture complex data relationships (e.g., non-linear relationships),

limiting linkage quality. This paper presents a Cross Recurrence

Plot (CRP)–based representation of Bloom Filter pairs to train ma-

chine learning and deep learning classifiers capable of distinguish-

ing matching and non-matching records directly from encoded bit

patterns. The proposed workflow simplifies the PPRL process by

replacing similarity thresholding with an ML-based decision model

while maintaining privacy guarantees. Experimental results using

real-world datasets demonstrate that the proposed approach out-

performs traditional threshold-based methods in terms of linkage

quality, confirming its potential to support trusted and privacy-

aware data sharing.

CCS Concepts
• Security and privacy→ Data anonymization and sanitiza-
tion; Security services; • Information systems→ Data manage-
ment systems.

Keywords
Entity resolution, Privacy preserving entity resolution, Data privacy,

Bloom Filter, Recurrence plot representation

1 Introduction
Data has become a critical asset across scientific, governmental, and

industrial domains, supporting activities that range from evidence-

based public policy to large-scale business analytics [4]. Govern-

ments, for example, routinely integrate demographic and medical
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information to guide healthcare decisions [2, 16, 18], while compa-

nies combine heterogeneous customer datasets to validate records,

improve recommendations, and streamline on-boarding processes

[12, 14]. Because these practices involve sensitive personal informa-

tion, they must comply with legal frameworks such as the GDPR

and HIPAA, which demand rigorous privacy protection. In this

setting, Privacy-Preserving Record Linkage (PPRL) has emerged

as a key technology, enabling the identification of entities across

datasets without exposing unique identifiers. PPRL achieves this

goal by transforming quasi-identifiers (QIDs) into anonymized or

encoded representations and then comparing these representations

to decide whether (or not) records from different data sources refer

to the same entity [4].

Despite its promise, PPRL remains a technically demanding task.

Most existing solutions classify record pairs using a threshold-based

strategy: the parties involved select a similarity threshold—typically

between 0 and 1—and declare two records a match if their similarity

exceeds this value. However, setting this threshold is far from trivial.

A value that is too high (e.g., 0.9) may cause the system to miss po-

tential true matches, while a value that is too low increases the risk

of false positives. Determining the right threshold often requires

expert intervention and extensive parameter tuning, and even small

deviations can lead to significant losses in linkage quality.

To overcome the limitations of manual threshold selection, re-

searchers have investigated Machine-Learning (ML) methods that

treat PPRL as a classification problem [10]. Typical approaches

employ statistical models, such as support vector machines or lo-

gistic regression, trained on labelled record-pair similarity scores.

Although ML models can reduce the dependence on a single thresh-

old, they remain constrained by the nature of the similarity mea-

sures themselves. Similarity functions, such as Jaccard and Dice, are

typically selected heuristically and highly task-dependent [8]. In

the PPRL context, they operate over binary encodings (e.g., Bloom

filters), which capture only limited syntactic similarity [4]. As a

result, the predictive power of these ML models is fundamentally

limited by the quality of the similarity scores they receive as input.

In contrast, in traditional Record Linkage (RL) settings where

raw data are available, deep learning (DL) has been successfully

applied to learn complex, non-linear relationships directly from the

data. Neural networks, autoencoders, and other DL architectures

can capture semantic patterns that go well beyond handcrafted

similarity functions, leading to significant improvements in linkage

quality [1, 13, 5]. These improvements strongly suggest that PPRL

could also benefit from DL methods, especially if an effective way

can be found to represent the privacy-preserving encoded data in a

form that neural networks can exploit.
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However, directly applying DL to PPRL is challenging. The en-

coding process itself acts as a dimensionality reduction with noise

addition. For example, transforming a 128-bit UTF-8 representa-

tion of a six-letter word into a 12-bit Bloom filter inevitably dis-

cards syntactic and semantic information. Moreover, hash colli-

sions and hardening techniques introduce additional randomness.

From the classifier’s perspective, these operations create a noisy,

low-information space that makes it difficult to detect meaningful

patterns. For instance, consider the comparison of two semantically

related sentences, such as “The mayor removed the bus stop” and

“The city authority moved the bus terminal”. While a human reader

can easily recognize the shared meaning of mayor and city au-

thority, the PPRL process may reduce these sentences to bit arrays

whose direct similarity might be only 0.5, leaving a classifier with

little evidence of their relationship.

To address these challenges, we introduce a Cross Recurrence

Plot (CRP)–based representation of PPRL data. Originally devel-

oped to analyze complex dynamical systems [9], RPs transform

time-series or high-dimensional signals into two-dimensional im-

ages that reveal latent structures such as periodicity, self-similarity,

and hidden correlations. Our key insight is that PPRL encodings,

such as Bloom filters, can also be interpreted as signals whose in-

ternal patterns may reflect the underlying relationships between

records. By mapping encoded record pairs into RP images, we pro-

vide a richer and more expressive representation that allows deep

neural networks to learn directly from the encoded data themselves,

bypassing the need for predefined similarity metrics.

This research advances privacy-preserving mechanisms that

ensure secure and reliable data integration across organizational

boundaries, thereby fostering trust and enhancing interoperability

in modern data-sharing ecosystems. Our approach strengthens the

foundations for collaborative analytics while ensuring that data

confidentiality and linkage quality remain balanced. In this light,

we make the following contributions:

• Novel representation:We propose a new RP-based method

for representing pairs of PPRL-encoded records, enabling

classifiers to exploit structural patterns that are invisible to

traditional similarity measures;

• Comprehensive evaluation: We conduct extensive exper-

iments on real-world datasets using different encoding pa-

rameters and privacy hardening techniques. Our evaluation

compares the proposed approach with state-of-the-art PPRL

classification and hardening methods, demonstrating im-

provements in linkage quality across diverse settings.

The rest of the paper is structured as follows. Section 2 reviews

related work on PPRL and learning-based approaches. Section 3

outlines the main concepts. Section 4 introduces the proposed CRP-

based representation for PPRL classifiers, while Section 5 details

the CRP-based workflow. Section 6 presents the experimental setup

and results, and Section 7 concludes the paper with final remarks

and future directions.

2 Related Work
Record Linkage (RL) has benefited from machine learning tech-

niques to improve the classification of record pairs [6, 4]. Many

of these approaches are based on supervised learning and assume

the availability of labeled training data—a condition rarely met in

real-world applications. In the context of PPRL, this challenge is

amplified, as privacy constraints make it infeasible to manually

label datasets containing sensitive information [18].

To address the scarcity of labeled data, recent work has explored

the use of Transfer Learning (TL). Nóbrega et al. [11] propose AT-

UC, a framework based on unsupervised domain adaptation. Their

approach leverages knowledge from a labeled, public source dataset

to train a classifier for an unlabeled, private target dataset. The core

idea is to select a suitable source dataset that is most related to the

target, thereby enabling the training of an effective decision model

without accessing or disclosing any sensitive information from the

target domain. This method focuses on adapting the classification

model, assuming the underlying data representation is fixed.

Christen et al. [5] introduced a novel technique using autoen-

coders to transform BFs into lower-dimensional, dense numerical

vectors. This transformation effectively masks the original bit pat-

terns, making it hard to execute frequency-based attacks, while

providing good classification results.

Ranbaduge et al. [13] proposed a deep learning-based PPRL pro-

tocol for multi-party scenarios. The protocol employs autoencoders,

allowing each data owner to generate distinct encodings. As these

representations are not directly comparable, a linkage unit is intro-

duced to learn a mapping function that projects the autoencoder-

generated vectors into a common vector space, thereby enabling

accurate similarity comparisons while preserving privacy.

As an alternative, other works propose entirely different encod-

ing schemes. Ziyad et al. [20] developed the Reference Set-based

Encoding (RSE) method, which generates bit arrays of a fixed length

and with a constant number of 1-bit for every record. This design

directly counters length and frequency-based attacks by making all

encodings structurally uniform. The method offers a transparent

alternative to BF encoding, with a clear trade-off between linkage

quality and privacy.

While these approaches represent advances in either adapting

classifiers or securing data representations, the exploration of alter-

native encodings that are inherently secure and efficient remains

open. Our work contributes to this latter direction by proposing a

novel representation designed to enable new comparison methods

in PPRL.

3 Building Blocks
This section introduces the core concepts underlying the topics

discussed in this paper.

3.1 Bloom Filters
A BF consists of a vector of 𝑙-bits (filter length), with all bits set

to ‘0’, initially. The BF can be formalized as [𝑏0, · · · , 𝑏𝑙 ], where
𝑏𝑚 represents the bit of position 𝑚. To insert a set of elements

(𝑆 = {𝑠1, · · · , 𝑠𝑛}) in a BF, 𝑘 independent hash functions1, 𝐻 (𝑥) =
{ℎ1 (𝑥), · · · , ℎ𝑘 (𝑥)}, are employed to map the elements 𝑠𝑖 ∈ 𝑆 to the

𝑙-bits vector. Furthermore, the output of 𝐻 (𝑥) indicates the bits (𝑏)
that need to be set to ‘1’ in the BF.

1
A hash function is an algorithm that takes messages and maps them to a value of a

certain length, called a hash value or hash.
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Figure 1: Inserting the names ANA and ANE into 8-bit Bloom
filters (l=8 and k=2).

The quality of the anonymization depends on the BF parametriza-

tion, number of hash functions (𝑘), and filter length (𝑙) [17]. For a

given number of elements (𝑛) to be inserted into the BF, the prob-

ability of a specific bit still ‘0’ is 𝑝 = 𝑒−
𝑘×𝑛
𝑙 . We can choose a 𝑘 to

minimize the probability of two different elements being mapped

to the same bit position (𝑓 ) by setting 𝑝 = 0.5 [3]. In other words,

the probability of a bit in the BF still 0 (or flipped to 1) should be 0.5

to reduce the false-positive rate. For PPRL, this is relevant because

the bit patterns and their frequencies in a set of BF can be exploited

by frequency and cryptanalysis [19] attacks. Such attacks exploit

the fact that BFs that are almost empty can provide information

about rare elements. As a result, the re-identification of the entities

is facilitated [17].

Figure 1 illustrates the insertion of the names ANA and ANE
into the BFs 𝑎 and 𝑏, respectively. First, each name is transformed

into bigrams; then, each bigram is mapped by a hash function into

a BF position. Finally, the positions are changed to ‘1’ in the BF.

The BF technique also enables the similarity calculation of two

filters (𝑎 and𝑏) through token distance functions, such as 𝐽𝑎𝑐𝑐𝑎𝑟𝑑 =
|𝑎∩𝑏 |
|𝑎∪𝑏 | , where |𝑎 ∩𝑏 | is the number of positions with the value 1 that
coincide in both filters; and |𝑎∪𝑏 | represents the number of positions

with the value 1 in the union of the filters 𝑎 and 𝑏. Regarding the

example illustrated in Figure 1, the 𝐽𝑎𝑐𝑐𝑎𝑟𝑑 similarity between

filter 𝑎 (representing the name ANA) and filter b (ANE) is equal to

4

6
= 0.66.

In summary, the BF is relatively easy to understand and im-

plement compared to other more complex techniques. Also, the

computation over the BF bit-vectors is efficient and provides a good

enough accuracy of the calculated similarity. Therefore, given these

advantages, the BF is considered the anonymization method of

choice for PPRL.

3.2 Recurrence in dynamical system
Dynamical systems theory is used to describe the behavior of com-

plex dynamical systems, from complex meteorological cycles (e.g.,

El/Niño) to problems in medical and economic contexts [9]. An im-

portant task in understanding dynamical systems is the discovery

of the recurrences of system states, e.g., the periodicity of meteo-

rological events. Recurrence Plot (RP) is a tool that can be used to

investigate recurrences in a dynamical system.

The concept behind the RP is to represent the time when states

𝑥𝑖 recur in the system. In summary, RP enables the analysis of an

𝑚-dimensional space through a two-dimensional representation

of its recurrences [9]. Such recurrence of a state at time 𝑖 at a

different time 𝑗 is pictured within a two-dimensional square matrix

𝑅. Equation 1 formalizes the RP.

𝑅
𝑚,𝜀
𝑖, 𝑗

= Θ(𝜀 − ||𝑥𝑖 − 𝑥 𝑗 | |), 𝑖, 𝑗 = 1, · · · , 𝑁 (1)

where 𝜀 is threshold distance, Θ(·) the Heaviside function2, | | · | |
norm (𝐿1,𝐿2 or 𝐿∞) and𝑚 represents the m-dimensional neighbor-

hood of size.

In order to study the correlations (also named synchronization)

between two dynamical systems, several bivariate recurrence tech-

niques were proposed. The Cross Recurrence Plot (CRP) is a bi-

variate recurrence technique that was proposed to investigate (si-

multaneously) two different dynamical system evolution, allowing

the study of dependencies between two different systems [9]. In

other words, the CRP observes the states of both systems, and if

the state recurs in both, the CRP will capture it. Suppose we have

two dynamical systems, each one represented by 𝑥𝑖 and 𝑦𝑖 in the

same 𝑑-dimensional space. We find the corresponding cross recur-

rence matrix by computing the pairwise mutual distances between

the vectors of the two systems. Equation 2 represents the CRP

calculation:

𝐶𝑅
𝑥,𝑦

𝑖, 𝑗
(𝜀) = Θ(𝜀 − ||𝑥𝑖 − 𝑦 𝑗 | |), 𝑖, 𝑗 = 1, · · · , 𝑁 (2)

Next, we explain how to apply CRP to Bloom Filters. We aim to

uncover latent patterns of alignment between filters that are not

easily captured by standard similarity measures, thereby enhancing

the reliability of linkage while preserving privacy.

4 Novel Data Representation for PPRL
Classifiers

This section proposes an alternative representation of Bloom Filter

pairs that enables a novel comparison method in the PPRL context.

First, we detail how to represent BF pairs as RP. Then, in the sub-

sequent section, to validate the use of RP in the PPRL context, we

propose a methodology to incorporate RP in a PPRL workflow.

We hypothesize that representing BF pairs as RPs within a dy-

namical system framework enables more effective classification

strategies for PPRL. Rather than relying solely on similarity scores

between encoded record pairs, our approach leverages the struc-

tural properties of RPs to train a supervised classifier. This classifier

is then used to perform the linkage task.

4.1 Recurrence Plot in PPRL classifiers
The use of RP to represent pairs of encoded records intends to

replace the standard similarity measures (e.g., Jaccard and Dice) by

the RP. The RP aims to highlight patterns that will be employed as

features to the PPRL Classification step. Moreover, the use of RP

to represent record pairs will allow ML techniques to learn from

the encoded records, reducing the bias introduced by the standard

similarity measures [8]. In summary, RP will enable a more precise

classifiers (i.e., Neural networks) in the PPRL context.

Before explaining how to employ RP within the PPRL context,

first, we need to present assumptions regarding the PPRL encoded

data. In our experiments and the formalization presented in this

section, we consider a 1-dimensional array of bits, such as the

2
The Heaviside function is commonly used in control theory and signal processing to

represent a signal that switches on at a specified time [9]
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Bloom Filter technique. Thus, each position of the encoded data

array (𝑒) represents a state that needs to be mapped by RP, such as:

𝑒 = [𝑥1, · · · , 𝑥𝑙 ], where 𝑥𝑖 represents the value (bit) in the encoded

data position whilst 𝑙 is the length of the encoded data.

In a typical PPRL process, pairs of encoded data are used in the

Comparison step. Thus, to highlight the states (encoded data pat-

terns) that simultaneously occur in both records, we must operate

a bivariate RP [9]. In this sense, we employed the Cross Recurrence

Plot (CRP) as our bivariate technique because it can show which

states in a dynamical system occur simultaneously in a second

dynamical system. Consequently, the aforementioned CRP charac-

teristic can be employed to detect regions of the encoded data (i.e.,

BF segments) that coincide.

CRP will be employed to identify similar regions of the encoded

records. In other words, the CRP highlights common states (e.g.,

bits) over encoded record pairs. Moreover, these regions (the RPs)

will be forwarded to a ML-based classifier to extract patterns that

can identify matching records.

In Section 3.2, we presented a generic CRP formalization (Equa-

tion 2). In order to provide further details of the CRP in the PPRL

context, we introduce a modified version of CRP. Equation 3 formal-

izes CRP using two encoded records (𝑒1 and 𝑒2) and𝑚 neighbors.

The𝑚-neighbors are used to create and delimitate an area around

each bit position of the encoded record that the Heaviside function

will compute. For a graphical example of the𝑚-neighbors, see the

red dashed areas of Figure 2.

𝐶𝑅𝑃 (𝑒1, 𝑒2,𝑚, 𝜖) =
𝑙1∑︁
𝑖=0

𝑙2∑︁
𝑗=0

Θ

(
𝛼,

𝑚∑︁
𝑤=0

| |𝑒1 [𝑖 +𝑤] − 𝑒2 [ 𝑗 +𝑤] | |
)
(3)

In Eq. 3, 𝑙1 and 𝑙2 are the lengths of the encoded records, 𝛼 is a

threshold distance employed in the Heaviside function (Θ), and
| |𝑒1 [𝑖] − 𝑒2 [ 𝑗] | | is the distance between two sets of elements of the

encoded records 𝑒1 [𝑖] and 𝑒2 [ 𝑗].
Notice that CRP will generate a 2-dimensional matrix, 𝐶𝑅𝑃𝑖, 𝑗 .

In a typical PPRL encoding process, all parties encode their data

using the same number of bits (l). Thus, we can calculate the𝐶𝑅𝑃𝑛,𝑛
dimensions using 𝑙 and𝑚. Equation 4 shows the formula.

𝑛 = 𝑙 − (𝑚 − 1) (4)

As disclosed in Equation 3, CRP will iterate over the elements

(e.g., bits) of the encoded records and compute the distance of

these elements considering𝑚 neighbors. Later, this distance will

be compared against a threshold (𝛼) in a Heaviside function. In

Equation 5, we define the Heaviside function used in our solution.

Θ(𝛼𝑖 , 𝑣) =
{

1 : 𝑣 ≤ 𝛼𝑖

0 : 𝑣 > 𝛼𝑖
(5)

To illustrate the use of CRP over encoded data, consider the

encoded records of ANA and ANE (depicted in Section 3.1). In

Figure 2, we illustrate the CRP encoding process for the BF (𝑙 = 8)

of ANA and ANE. In the example, we consider three neighbors

(𝑚 = 3) and the Heaviside threshold equals to one (𝛼 = 1).

Figure 2: CRP encoding process

The CRP is represented as a 6 × 6 matrix. This dimension is de-

fined by the filter length and the number of neighbors (Equation 4,

𝑛 = 8− (3−1)). Each element in the matrix is calculated using Equa-

tion 3. The Heaviside function (Θ(𝛼,∑𝑚
𝑤=0

| |𝑒1 [𝑖+𝑤] −𝑒2 [ 𝑗 +𝑤] | |))
in the last segment of Equation 3 is employed to define whether a

filter position represents a co-occurrence in both encoded records,

or not. In other words, the first segment of the equation (

∑𝑙1
𝑖=0

∑𝑙2
𝑗=0

)

iterates over each position of the 𝐶𝑅𝑃𝑖, 𝑗 , while the second one (the

Heaviside function) marks the position with 1 or 0 if a region of

both filters indicates a co-occurrence (or not), respectively.

The first step of Figure 2 illustrates the computation of the ele-

ment 𝐶𝑅𝑃0,0. The red square illustrates the neighborhood (𝑚) used

to define whether a bit position co-occurs in both filters. Notice that

the distance between the regions is calculated as

∑𝑚
𝑤=0

| |𝑒1 [𝑖 +𝑤] −
𝑒2 [ 𝑗 +𝑤] | |. This information is highlighted in red. The calculated

distance (Manhattan distance) is zero for the first step because the

regions are identical. This distance is compared against the Heavi-

side threshold (𝛼 = 1) and the region is marked as co-occurrence in

the CRP.

The process is repeated for every element of the CRP matrix, and

the position is marked accordingly. For instance, in the second step,

the distance (2) is greater than 𝛼 . Therefore, the Heaviside function

marks the region as zero. Finally, at the end of the CRP generation,

the matrix will be filled with zeros and ones, evidencing similar

regions in the encoded data.

By representing the encoded record pair as a CRP, we expect

to highlight the local similarity/difference of the data. Moreover,

following the literature on Recurrence Quantification [9], a CRP of

two systems (encoded data in our context) is represented as a series

of parallel segments in the matrix. The frequency and length of

these lines are related to a certain similarity between both encoded

data. Thus, by employing CRP over PPRL encoded data, we expect

similar encoded data (e.g., matching records) to generate a particular
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Figure 3: Proposed Workflow for Incorporating CRPs into the PPRL Process.

pattern (e.g., several bold and continuous diagonal lines). Figure 4

shows examples of matching and non-matching Bloom Filters pairs

encoded with our CRP.

(a) Matching (0.9 of similarity) (b) Non-matching (0.7 of simi-
larity)

Figure 4: CRP representation of two encoded record pairs.
The records were encoded considering 𝑙 = 100, 𝑘 = 5, and a
false positive rate of 0.5.

In Figure 4, although the Jaccard similarity values of 0.9 and 0.7

suggest a relatively small numerical difference between the two BF

pairs, the visual patterns revealed through their RP representations

are markedly distinct. This contrast underscores the potential of

RP-based modeling to enhance classification performance in PPRL,

by capturing structural nuances that traditional similarity metrics

may overlook.

Notice that the matching encoded data exhibits the expected

pattern, characterized by prominent diagonal structures. In con-

trast, the non-matching encoded data displays a reduced presence

of diagonal lines and a higher concentration of black squares, indi-

cating greater randomness and lower structural coherence. Several

quantitative methods—analogous to binary similarity metrics—have

been proposed to analyze such patterns in RPs [9]. Specifically, RP

representations can be evaluated using: (i) frequency distribution,

average length, longest length, and entropy of diagonal, vertical, and

white vertical lines; (ii) pattern recurrence rate; (iii) determinism;

(iv) divergence; (v) laminarity; and (vi) the laminarity-determinism

ratio.

In this work, instead of using the previously mentioned numeric

methods, CRP will be classified by ML-based classifiers. These

classifiers will use the CRPs as input to the ML models. Instead of

using a similarity value, or a small set of similarity values [10], as

features, we will employ a 2-dimensional matrix of features, where

the classifiers will look for partners that indicate matching encoded

records. Moreover, instead of finding a decision boundary (line or

hyperplane) based solely on similarity values, our work employs

CRP as input to extract patterns representing matching records.

5 CRP-based Workflow for PPRL Classification
This section introduces a workflow that integrates the CRP ap-

proach into the PPRL classification step. Before describing the

workflow in detail, we outline the assumptions and constraints

regarding its components and functionalities.

Theworkflow operates under the Semi-Honest (HBC) adversarial

model. Additionally, we assume the presence of a Semi-Trusted

Third Party (STTP), responsible for executing the classification step.

All other steps of the workflow are performed by the PPRL parties

(data owners). The only information disclosed to the STTP consists

of the CRP encoding parameters and the trained classifier.

The CRP representation serves two purposes: (i) to generate

labeled training instances used to construct classifiers, and (ii) to

provide an expressive feature space for classifying unlabeled record

pairs. By leveraging structural patterns embedded in CRPs, the

workflow overcomes the limitations of baseline threshold-based

approaches that rely exclusively on single similarity scores.

It is important to note, however, that the workflow adopts a

non-optimal strategy for training data selection: labeled instances

are derived exclusively from the dataset of a single party. While

this design maintains simplicity and avoids additional communica-

tion costs between parties, it also introduces potential bias into the

resulting models. Since the sampled training data does not capture

the heterogeneity across all participants, classifiers may generalize

poorly when applied to data from other sources. Despite this limi-

tation, such a design allows this work to evaluate the impact of the

CRP in the PPRL classification workflow and compatible with the

semi-honest setting considered here.

The proposed workflow comprises three distinct phases: (i) train-
ing data generation, (ii) CRP encoding, and (iii)model training. Figure
3 provides a visual overview of the process. Upon completion, the

trained model is transferred to the STTP for deployment and evalu-

ation.

5.1 Training Data Generation
First, a subset of records is randomly sampled from the dataset of

a single participant, with sampling controlled by Υ𝑠 (0 < Υ𝑠 < 1).

This sample is partitioned into two subsets, 𝐷̄𝑎 and 𝐷̄𝑏 , with a

controlled fraction of matches Υ𝑚 . In the instance harvesting step,

similarities (e.g., Jaccard) are computed between candidate pairs,
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and only the hardest non-matching examples—those with similarity

scores above the harvesting threshold Υℎ—are retained for training.

This reduces the number of training pairs while encouraging the

classifier to learn robust decision boundaries.

As the training data are drawn solely from one participant, the

generated instance set may not adequately represent other party

datasets. Consequently, the trained model might inherit statistical

bias from this partial view of the data distribution.

5.2 CRP Encoding
The selected pairs are then transformed into the CRP representation

using the Heaviside threshold (𝛼) and neighborhood parameter (𝑚),

both agreed upon by the PPRL parties. This produces structured bi-

nary matrices that capture inter-record patterns in a representation

more expressive than scalar similarity measures.

5.3 Model Training
Finally, the classifier is trained on the encoded CRPs. Two train-

ing modes are supported: (i) standard training without additional

protection, or (ii) privacy-preserving training using Differential

Privacy (DP), parameterized by 𝜖 . DP introduces calibrated noise

into the optimization process, reducing the dependency of model

parameters on individual records and thereby limiting the potential

for information leakage.

In most existing PPRL solutions, ML classifiers (e.g., Logistic

Regression and Support Vector Machines) are employed without

differential privacy measures [4]. Our workflow is compatible with

these standard classifiers, but it is also designed to support more

expressive models (e.g., deep learning and decision-tree-based clas-

sifiers [7]), which can be trained under DP. In our implementation,

we use the work of Abdi et al. [1]. The empirical trade-off between

privacy guarantees and classification quality using DP is analyzed

in Section 6.

It is important to highlight that the training procedure itself

introduces statistical bias, as the data stem exclusively from a single

participant. Thus, even though the privacy risks of model disclosure

are mitigated (and further reduced if DP is applied), the resulting

classifiers may reflect only a partial view of the full data distribution.

5.4 Computational Complexity
Instance harvesting requires quadratic complexity in the sample size

Υ𝑠 , but in practice it operates on relatively small samples (100 ≤ Υ𝑠 ≤
10, 000), and thus does not represent the dominant cost. The CRP

encoding step is more expensive: with asymptotic cost𝑂 (𝑛2) in the

encoding length 𝑙 when𝑚 ≪ 𝑙 , and up to𝑂 (𝑛3) when𝑚 ≃ 𝑙 . Since

encoding applies to every instance, efficient blocking techniques are

still recommended to avoid unnecessary comparisons [4], although

the empirical evaluation of these techniques is beyond the scope of

this work.

5.5 Workflow Output
At the end of the workflow, each participating party produces a

trained classifier Ξ alongside anonymized encoded records, which

are sent to the STTP. Although multiple models may be provided

to the STTP, in this work, we do not propose any mechanism for

combining or aggregating these classifiers. The STTP, therefore,

operates directly on the individual models it receives. In this sense,

we introduce DLC (Deep Learning Classifiers), which leverages

the CRP representation of BF pairs to enable ML models to iden-

tify matching and non-matching records directly from encoded bit

structures.

6 Evaluation
In this section, we evaluate the DLC effectiveness, i.e., the linkage

and classifier quality. To this end, we present a discussion regarding

the experimental results to answer the following Research Ques-

tions (RQ): (1) Is CRP able to improve the classifier’s effectiveness?

(2) Is DLC able to improve the PPRL quality results compared to

the baseline and the competitor (AT-UC)? (3) What is the cost in

linkage quality incurred during the Privacy-Preserving Training

step (𝜖 > 0) of the workflow?

The linkage quality were evaluated in terms of Precision, Re-

call, and F1 metrics. Next, we present considerations regarding the

datasets, anonymization parameters, ML classifiers, baselines, and

competitors employed in our experiments.

6.1 Experimental Design
To assess our contributions, we assume that the PPRL parties use

a Bloom Filter as their data encoding/anonymization technique.

Moreover, we employ four pairs of real-world datasets to answer

the aforementioned research questions. Table 1 presents a summary

of the dataset characteristics and their anonymization parameters.

Table 1: Statistics of datasets

DATASET DETAILS BF

name record pair matching pairs attribute number missing values k l n

mvr 1 × 10
8

100 4 1,772 7 250 36

nvr 1 × 10
8

100 5 352 4 200 28

dblp-acm 6 × 10
6

500 3 14 3 450 94

census 6.85 × 10
5

80 3 291 3 100 23

The MHT workflow can use different ML techniques, from deep

learning to statistical learning algorithms (e.g., SVM and Gradient

Boosting classifiers). We explored this characteristic and tested

the CRP data representation as well as the MHT workflow, con-

sidering the CRP Convolution Neutral Network (CCN). Moreover,

we compared the CCN against two distinct families of classifiers:

Deep Learning and classical ML classifiers. Table 2 illustrates our

experimental design.

We employ the CRP in our CCN and well-known classical Ma-
chine Learning classifiers: Support Vector Machine (SVM

3
) and

Gradient Boosting Classifier (GBC
4
). Furthermore, we compare our

approach against a threshold-based classifier (baseline) and a

state-of-the-art TL classifier (AT-UC) [11] as a competitor.

We varied several parameters in the MHT workflow, i.e., the

Training Data Generation, CRP, and Model training stages. To op-

timize the experimental design, we considered the same random

sample length (Υ𝑠 = 10% of the original dataset), percentage of

matching examples (Υ𝑚 = 10% of the original dataset), metric func-

tions, and CRP distance function. In the Training Data Generation

3
trained with RBF kernel

4
trained with 100 estimators, max depth of five, and learning rate 0.1
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Table 2: Experimental design

parameter values

Training Data Generation
Random Sample Length Υ𝑠 10%

Percentage of matching examples (Υ𝑚) 10%

Percentage of non-matching examples (Υℎ) 50% to 300%

CRP encoding
Heaviside function threshold (𝛼) 1, 5, 10

CRP neighbors (𝑚) 5, 10, 20, 30, 40

CRP distance function Manhattan

Model training
Classifiers CCN, SCN, SVM, GBC

Metric Functions Precision and Recall

Privacy Budget (𝜖) 1 , 5 , 10

phase, we varied the percentage of non-matching examples (Υℎ) to
investigate the influence of the ratio between the matching and

non-matching examples in the final linkage quality.

We varied the threshold 𝛼 and the number of BF neighbors (𝑚),

in the CRP encoding phase. The variation of parameters (𝛼 ,𝑚) is

employed to investigate the existence of a relation between the

anonymization parameters - Bloom Filter length (𝑙 ) and hash func-

tions (𝑘) - and the CRP parameters. Regarding the CRP distance

function (presented in Equation 2 and 3), we employed the Man-

hattan distance.

Our approach and all baseline ones were implemented in Python

3, and we ran all experiments on a Linux server with 128 Tensor-

Cores (TPU), 2.4 GHz CPUs, and 48 GB of RAM. Moreover, consid-

ering the random sample in the first stages of the MHT workflow,

we executed the experimental design five times to mitigate the

influence of the sample in our results. The programs and datasets

are available at the authors’ repository
5
.

6.2 Results
In this section, we answer the ResearchQuestions raised in Section 6.

The results consider the experimental design shown in Table 2.

6.2.1 Is CRP able to improve the classifier’s effectiveness? To assess

the impact of different CRP configurations (defined by parameters

𝛼 and𝑚) on linkage quality, Table 3 summarizes the Bloom Filter

length (𝑙 ), the average number of bigrams per filter (𝑛), the number

of hash functions (𝑘), and the CRP configuration that achieved the

best results in our experiments.

Table 3: BF encoding vs. CRP parameters.

Dataset l k n best crp_conf

ncvr 200 4 28 5x30

mvr 250 7 36 10x40

census 100 3 23 5x20

dblp_acm 450 3 94 5x30

The correlation between anonymization and CRP parameters

is evidenced when we used a CRP configuration that employs: i)

a Heaviside function threshold (𝛼) close to the number of hash

functions (𝛼 ≈ 𝑘); and ii) the number of neighbors (𝑚) near to

the mean number of n-grams of the BF (𝑚 ≈ 𝑛). This parameter

5
https://github.com/nobregat/privacy-preserving-learning-encoded-patterns/

configuration (𝛼 ≈ 𝑘 and𝑚 ≈ 𝑛) leaded to the best linkage results

in our experiments.

The linkage results of this parametrization can be partially ex-

plained by the near-uniform distribution of bits (𝑓 𝑝𝑟 = .5) per-

formed by the Bloom Filter [15]. In other words, assume that each

n-gram (𝑛) of the encoded record is represented by 𝑘 bits and the

n-grams are almost uniformly distributed over 𝑙 . For two similar

BFs, it is expected (with a high probability) that among𝑚 bits, at

least𝑚 − 𝑘 bits (considering the Manhattan distance in Equation 3)

are identical. This insight requires further investigation and can be

explored in future work.

Table 4: Influence of the CRP over the linkage quality.

Dataset Precision Recall F1

mvr 27.5% ±38.1 18.2% ±33.8 23.8% ±35.2

ncvr 11.3% ±14.4 51.2% ±13.5 23.7% ±9.6

dblp_acm 0.6% ±4.0 28.6% ±8.5 18.8% ±4.9

census 15.0% ±22.3 1.7% ±1.8 3.7% ±4.0

The results presented in Table 4 indicate that the CRP parametriza-

tion produced (statistically relevant) gains for every tested metric

and dataset. However, it is important to notice the limited gain

for the census dataset. We believe that this result can be explained

by the limitations of the MHT workflow (e.g., the simplified data

generation process, which provides only exact matching examples

to the classifier) and the complexity of the dataset. In the following

research questions, we discuss the limitations of the MHTworkflow

considering the CRP parametrization presented in Table 3.

6.2.2 Is DLC able to improve the PPRL quality results compared to
the baseline and the competitor? To answer this research question,

we compare the results of our approach against a baseline and a

competitor. As a baseline, we consider the threshold-based classifier.

As a competitor, we employAT-UC [11]. Figure 5 exhibits our results.
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Figure 5: Quality results

The most used classification technique in a PPRL context is the

threshold-based classifier. To evaluate this classifier, we tested sim-

ilarity values from 0.6 to 1.0 with an increment of 0.5 and reported

the mean value for the three best results. Comparing DLC against

https://github.com/nobregat/privacy-preserving-learning-encoded-patterns/
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the threshold-based classifier, it is possible to recognize that our

approach overcomes the mean quality of the baseline.

Comparing DLC and AT-UC, the results show that learning from

patterns in the encoded data can substantially improve linkage

quality, particularly for the mvr and dblp-acm datasets. However,

the weaker performance observed in the ncvr and census datasets
highlights a limitation of the MHT workflow: the training data

generation phase is simplistic and mainly produces exact matches.

Consequently, classifiers are trained with limited and less diverse

examples, which restricts their ability to capture complex matching

patterns — an issue especially evident in the census dataset.
Despite this limitation, CRP-based classifiers (e.g., CCN, GBC)

consistently matched or outperformed AT-UC. These findings sug-

gest that enhancing training data generation — through data aug-

mentation or privacy-preserving synthesis — represents a promis-

ing direction for future work.

6.2.3 What is the cost in linkage quality incurred during the Privacy-
Preserving Training step (𝜖 > 0) of the workflow? In order to evaluate

the comprise between privacy and linkage quality, we executed the

MHT workflow for the same input considering different privacy

budgets (𝜖) for the MVR dataset. Table 5 shows the impact of the

privacy budget over the linkage quality metrics.

Table 5: Linkage quality vs. Privacy budget.

𝜖 Precison Recall F1

1.0 +0.61% -17.47% -9.81%

5.0 +0.61% -11.42% -6.09%

10.0 +0.61% -2.86% -1.26%

The results reported in Table 5 demonstrate a clear trade-off

between privacy and linkage quality, as tighter privacy budgets

degrade model performance. Moreover, for 𝜖 = 1, a privacy budget

capable of maintaining the privacy of the training data in a real-

world application, F1 was reduced by almost 10%. In other words,

the privacy budget makes it harder for the classifier to extract and

identify the patterns due to the noise added to the gradient of the

optimizer.

This result was expected and the PPRL parties should be aware

of the linkage quality of the privacy budget. Moreover, the PPRL

parties must know that the privacy budget makes the classifier lose

true match examples.

7 Conclusion and Future Work
This work introduced a methodology that incorporates CRP into a

PPRL workflow to represent Bloom filter pairs and train classifiers

directly on encoded bit patterns. By moving beyond predefined

similarity metrics, DLC enables both deep learning and classical

machine learning models to achieve higher linkage quality than

threshold-based baselines. Experiments on real-world datasets con-

firmed the effectiveness of our approach, while also exposing limita-

tions of the current training data generation process, which remains

overly simplistic and may introduce bias. Therefore, the proposed

workflow reinforces the privacy-aware data collaboration.

For future work, we plan to extend the workflow with tech-

niques such as transfer learning, federated learning, and privacy-

preserving data generation, aiming to improve scalability, fairness,

and robustness.
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